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Announcement




T 1Ana|ysis of UDP packets

» Please find out a UDP packet on Wireshark.

» Taking a screenshot of the UDP packet.

« Write down which website or webserver it is, and
what kind of service this packet provides.

Analysis of TCP packet{)

* Run the video streaming client App of Assignment 2.
« Taking a screenshot of the TCP packet.
* Write down which port does the server uses for this

, application.
i N « TCP executable code is here. Please download and
‘ m e nt 1 execute it on our environment. To execute the code,

please enter command below on terminal,

l I Cat| on (1/2) $ chmod 777 ./client
'|' ﬁ'{ ﬁ/ $ ./client




X X X X X X

X
O ompare the headers of transport ) "x"x’SQ\’SSJ’ger

er between TCP and UDP . .
! Specification (2

* Write down the different fields between these 2

protocols based on your observation.

Find out a plaintext passworco4

Taking a screenshot of a packet with your
password in plaintext. (You can put a black bar or
do pixelate on your password )

Write down which website it is.

 Why is it not safe to send passwords in plaintext?

If you got some other observations,

please write them down in your report.




Grading Policy

Analysis of UDP packets

Analysis of TCP packets

Compare UDP and TCP
packets

Find out a plaintext
password

Submission

* Your report format must be in “.pdf” format, or
else you will get

* Please submit your report on NTU Cool.

Deadline

* Due Date : 23:59:59, October 27th, 2020

« Penalty for late submission is per day”

BONUS

Other observations ( )



Setup &



Environment

Solution 1 > < Solution 2

We provide a VirtualBox
environment for you to run our
binary code and you can run
Wireshark on this environment.

If you would like to setup the
environment on your OS rather
than our virtual machine, here is
information of our environment.

e Ubuntu 16.04 x64
 OpenCV 3.4.4

Download the VM from

Install (natively You can install OpenCV 3.4.4 by
installed on the computers of following the instruction
Lab R204).


https://www.learnopencv.com/install-opencv-3-4-4-on-ubuntu-16-04/
http://voip.csie.org/CN2020/data/CN-Ubuntu_16.04_x64.ova
https://download.virtualbox.org/virtualbox/6.0.2/VirtualBox-6.0.2-128162-Win.exe

VirtualBox Setup

- o
v¢ Oracle VM VirtualBox Manager

File

Machine Help

Preferences...

Import Appliance...
Export Appliance

Virtual Media Manager...
Host Network Manager...

Network Operations Manager...

Check for Updates...
Reset All Warnin

Exit

Ctrl+G

Ctrl+|
Ctrl+E

Ctrl+D
Ctrl+H

Ctrl+Q

Welcome to VirtualBox!

The left part of applic

and virh ~hin

VMs using corresponding

element vsing corresponding element button.

Go to “File” and click “Import Appliance” to
import the “CN-Ubuntu_16.04 x64.ova”
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VirtualBox Setup

Vi = s SN

Preview

System

Base Memory: 20 Ubuntu 16.04 x64
Boot Order: Floppy, Optic: 1, 7 1,
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Video Memory:

IDE
ndary Master: [Optical Drive] Empty
SA
SATA Port Ubuntu 16.04 x64-di .vdi (Normal, 20.01
(0 Audio
Host D Windows DirectSound
Controller:  ICH AC97

F Network
Adapter 1: Intel PRO/1000 MT Desktop (NA
&
USB Contre
Device Filt (
[Z] shared folders
None
(£) Description

None

Choose “Ubuntu 16.04 x64” and then start
the machine.







O ];uperuser permission

uperuser permission is necessary to install the
Wireshark. Our password is ZACKISHANDSOME,

N\NT “ “
@ & U | zll

/ ,;\\\\\\NI 4 stall Wireshark

o install Wireshark, please run the following
command:

<> O3aunch Wireshark

o launch Wireshark, run the following command:



The Wireshark Network Analyzer
File Edit View Go Capture Analy Statistics Telephony Wireless Tools Help

- ®

T0ERDDDCN

Welcome to Wireshark

I,
',
200
BOOO008
. I fil 7% ; L, 0y Q’Q’O’O’O’O‘Q’Q’. O
Al e £ ar: ORI //(’/ 2, :,,:,.0000000..
R

Loopback:
nflog
nfgueue
usbmonl

Random pac

SSH remote capture: sshdump
UDP Listener remote cap udp

Double click on “any”



Wireshark Instruction

Vi)
Capturing from any

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

v

wEEDDDJ N

Source Protocol Lengtt
1 .0. - DNS T )
5 DNS a rd z detectpor f
DNS S dard detectportal.f
DNS dard AAAA detectportal.fi
DNS Standard c ) AAAA detectportal.fi .
DNS Standard ¢ Ox9b92 A d cty ox.com CNAME detectportal.prod.mozaws.n 5% / 7,
DNS Standard ¢ Oxfd4e6 AAAA detec al.firefox.com CNAME detectportal. d.m .Nn 4, RIAOOO000N
DNS S d 7 ) com CNAME detectportal.prc A% ,'//,"l,,’l,’":’.’0:0:0:0:.’.’.':0:0
DNS andar etectpo -om CNAME det ’ CRXXBAXS
DNS Standard ) ¢ 2 t 1 refo m CNAME detect t rod.mc 55
TCP 5
TCP
TCP - 80 Seq=1 Ac
HTTP 5 S . HTTP/1.1
S 1A

»

DB WN e

59460 [

Standar ory 5 A tiles. R i
Standard s.services.mozi
Standard query Ox iles.services.moz

78: 635 bytes on wire (5080 bits), 635 bytes captured (5080 bits) on interface ©
Linux cooked capture

Internet Protocol Version 4, Sr 10.0.2.15, Dst: 54.69.207.70

Transmission Control Protocol, Src Port: 59358, Dst Port: 443, Seq: 644, Ack: 3015, Len: 579
Secure Sockets Layer

™
/ Then, you can see all the packet sent to this machine

(that is, virtual machine if you use our VirtualBox).




Wireshar uction

. 59460 [SYN, ]
- 80 [ACK] Seg=1 Ack
I /succ
- 59460
1.1

servic
88 Standard query 0xf921 A tiles.services.mozi
88 Standard auerv OxOeea AAAA tiles.services.m

/, 1,74
Linux cooked capture A
Internet Protocol Version 4, Src: 10.0.2.15, Dst: 163.28.228.11 i
Transmission Control Protocol, Src Port: 59460, Dst Port: 80, Seq: 297, Ack: 385, Len: © AL ?”bﬁébooooooo
. . %%, 00 O N Y

Source Port: 59460 A LAAPRRK X o‘o‘:.:.'

Destination Port: 80 AR 3

[Stream index: 0]

[TCP Segment Len: 0]

[Next sequence number: 297 relative sequence number)]

Acknowledgment number: 385 (relative ack number)

0101 .... = Header Length: 20 bytes (5)

Flags: 0x010 (ACK)

Window size value: 30016

[Calculated window size: 30016]

[Window size scaling factor: -2 (no window scaling used)]

Checksum: ©x9351 [unverified]

[Checksum Status: Unverified]

Urgent pointer: ©

[SEQ/ACK analysis]

[Timestamps]

00 04 00 01 00 06 08 00 27 09 30 0a 00 00 08 00
45 00 00 28 55 e6 40 00 40 06 51 b3 Ga 00 02 Of
a3 1c e4 Ob e8 44 00 50 [ZICEESEEE Ob 20 a3 82
50 10 75 40 93 51 00 00

You can see packet information on the center area
and the binary raw data of the packets.




Wireshark Instruction

///'"%//"2—/,,

Packet details ~ Wide (UTF-16) v Case sensitive String mozilla

Source Destination

Protocol Length
0 254.4 S

quer ectp é
Standard quer ponse 9 detec 1. 0 m CNAME de¢
f CNAME
CNAME
om CN

WAAX0000
OOOOONN
QQQQ%%&Qﬂ
4 31 1 . .4 DA ]

Frame 20: 88 bytes on wire (704 bits), 88 bytes captured (704 bits) on interface 0
Linux cooked capture
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.1.1
User Datagram Protocol, Src Port: 37674, Dst Port: 53
Domain Name System (query)

Tran tion ID: © ea

Standard query

Answer RR
Authority RRs:
Additi

Press “Ctrl + F”, then you can search some terms on
the packets your machine heard.




Wireshark Instruction

/

W

File Edit View Go Capture Analyze

o () €

Statistics

\

Wide (UTF-16)
Source

10

Packet details ~ Case

-

Destination
! 112.254.
2

40597
499993

5236

310 15 140.11

Frame 88 b

Linux cooked capture

Internet Protocol Version 4, Src:

User Datagram Protocol, Src Port:

Domain Name System (query)
Transaction ID: OxOeea

127.0.60. Dst:
37674, Dst Port:

127
53

»

Authority RRs:
Additional RRs
Queries
» tile
[Respon

ervices.mozilla.com: class IN

In: 25)]

25

type AAAA,

Telephony Wireless

Tools Help

sensitive String

Info
Standard query
rd query
dard query
Standard que
Standard que
Standard quenr
Standard que
Standard quer
10

Protocol Lengtt
4 NS b
A detectpor
AAAA detect]
ctporta
> A detectportal
AAAA de

Y, ’/
Ao LORIAIRIIAIN)
response 0x9b A LARIAIERR)
72,7 &/
r ,/, IRIRIAN /,’l,’/, 7,
Z

: OOOOOONAN
n

OOOOOONAX
U, s, ’l"l’..... o0 '.0.0. &
OIRAALIALIAIAANO OONAXO0
ORI AL 05 VOO
AR

L,
P IALS

ox.com CNAME
fo T

firefo
SACK

10.0.2. .4
ytes on wire (704 bits), 88 bytes captured (704

its) on interface 0

«9:31:1

If you want to display only some packets of given statements,
enter some statement on “Apply a display filter ...”



Wireshark Instruction

ip.src IP of all source hosts
ip.proto Protocol of all packets

For example, if you enter “ip.addr == 127.0.0.17, it will retain
all packet sent from or to localhost (127.0.0.1).



